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1) Frank Pasquale 2| 191, “Consent and Compensation: Resolving Generative Al's Copyright Crisis”, Virginia Law Review Online, 2024.08.16., https://v
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[2&l] 20|Z= mHREl(Poison Fountain) ZSHE 51H: T2ME SX(X}) L AL HHA| OHH(R)

RNSAFEN Poison Fountain Usage

* Suppose a web crawler visits a web site that you centrol.

* The crawler may be collecting training data for a language model.

® The crawler makes HTTP GET requests targeting HTTP paths on your site.
* Links can be hidden in your site's HTML to distinguish web crawlers.

Poison Fountain

1. https://ANSAFFN. con/po | son2/

2. fith /e 1L avBar KT duBBurisBehuv2adt Frggnt Ly, anlo e You want to feed poisoned training data to crawlers that follow such links.
* Suppose you are handling an HTTP GET request targeting the path in a hidden link.
Poison Fountain Purpose = Inside your HTTP handler you make an HTTP request to a Poison Fountain URL.
* The Poison Fountain ignores the details of your HTTP request.
* \We agree with Geoffrey Hinton: machine intelligence is a threat to the human species. * The Poison Fountain HTTP response header contains "Content-Encoding: gzip".
» Inresponse to this threat we want to inflict damage on machine intelligence systems. * The Poison Fountain HTTP response body is poisoned training data, gzip compressed.
= Small quantities of poisoned training data can significantly damage a language model. * Your HTTP handler receives the Poison Fountain HTTP response.

* Your HTTP handler decompresses the response body and sends it to the crawler.
* Better: send the compressed body as-is, with header "Content-Encoding: gzip".
* The crawler receives poisoned training data and adds it to a training corpus.

* The URLs listed above provide a practically endless stream of poisoned training data.
* Assist the war effort by caching and retransmitting this poisoned training data.
* Assist the war effort by feeding this poisoned training data to web crawlers

£X]: Poison Fountain, 2026.01.21. 7|&, https://rnsaffn.com/poison3/
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Generate an image of a red
dragon flying over a castle at sunset
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Planner Agent Generator Agent Reviewer Agent
v—| Breaks prompt Dragon
vZ] into subtasks: obscures castle
dragon design, Draft outputs Combines
castle architecture, components into

sky composition, a cohesive scene
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Protection Agent

Protected by Digital Watermark

EX: Haris Khan 2| 291, "Multi-Agent Framework for Controllable and Protected Generative Content Creation: Addressing
Copyright and Provenance in Al-Generated Media", arXiv, 2026.01.09., https://arxiv.org/pdf/2601.06232
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